AMERICAN TIRE STORES
Free WiFi Portal
System Administration & Deployment Documentation
Laravel 13 • PHP 8.3 • Cisco Meraki Captive Portal

Development documentation • September 2026


1. System Overview
American Tire Stores Free WiFi is a multi-store guest WiFi captive-portal application. Customers register with an email address, verify a one-time password (OTP), wait for staff approval, and then receive network authorization through Cisco Meraki.
Customer email registration and Terms acceptance
Six-digit OTP verification with expiration, retry, resend, and reuse controls
Admin approval, decline, and revoke workflow
Multi-store configuration and staff-to-store assignments
Cisco Meraki splash authorization integration
Audit logging and masked customer email handling
CSV export for authorized administrators
Per-store QR code generation for the captive-portal link
Separate responsive customer and administrator interfaces
2. Technology Stack
	Component
	Technology

	Application
	Laravel 13

	Runtime
	PHP 8.3.x

	Database
	MySQL / MariaDB

	Local environment
	Laragon on Windows

	WiFi platform
	Cisco Meraki External Captive Portal

	Frontend
	Blade templates + plain CSS

	Admin CSS
	public/css/admin.css

	Customer CSS
	public/css/wifi.css

	QR output
	Server-generated store QR code (SVG)


3. Local Installation
Recommended local project location:
C:\laragon\www\freewifi
Verify that Laragon PHP is active:
where.exe php
php -v
PHP should report version 8.3.x. If XAMPP PHP appears before Laragon PHP, correct the Windows PATH or invoke Composer using the Laragon PHP executable.
Install project dependencies and initialize Laravel:
cd C:\laragon\www\freewifi
composer install
Copy-Item .env.example .env
php artisan key:generate
Create a database named freewifi, configure .env, then run:
php artisan migrate --seed
php artisan optimize:clear
4. Environment Configuration
APP_NAME="American Tire Stores Free WiFi"
APP_ENV=local
APP_DEBUG=true
APP_URL=http://freewifi.test

DB_CONNECTION=mysql
DB_HOST=127.0.0.1
DB_PORT=3306
DB_DATABASE=freewifi
DB_USERNAME=root
DB_PASSWORD=

MAIL_MAILER=log

MERAKI_API_KEY=YOUR_SERVER_SIDE_API_KEY
Never expose the Meraki API key in JavaScript, HTML, QR codes, or client-side configuration. Keep it server-side in the environment configuration.
5. Customer WiFi Workflow
	Step
	Customer experience
	System state

	1
	Connects to Free WiFi / opens store portal
	Registration page

	2
	Enters email and accepts Terms
	email_pending

	3
	Receives and enters 6-digit OTP
	Email verification

	4
	OTP succeeds
	pending_approval

	5
	Staff approves request
	Meraki authorization requested

	6
	Authorization succeeds
	Customer may continue online

	7
	Staff may later revoke access
	Meraki authorization removed


Local test URL:
http://freewifi.test/connect?store=store-001&client_mac=AA:BB:CC:DD:EE:FF
The store query parameter is required. Opening /connect without a valid active store currently results in a not-found response.
6. Administrator Access
http://freewifi.test/admin/login
After login, the administrator interface provides Requests, Stores, Staff Access, and Audit Log areas. Super administrators have all-store access. Store staff should only receive the stores and permissions required for their job.
7. WiFi Requests
Admin → Requests is the operational queue. Staff can review verified customer requests and perform actions permitted by their assigned role.
Approve — authorizes the client through Meraki.
Decline — denies the pending request.
Revoke — removes authorization for a previously approved client.
Download CSV — exports customer request records according to the administrator's email-view/store permissions.
CSV exports should be treated as customer data. Store them securely and delete them when they are no longer required.
8. Stores
Admin → Stores maintains location-specific captive-portal and Meraki configuration.
	Field
	Purpose

	Name
	Human-readable store name

	Slug
	Unique URL identifier, e.g. store-001

	Meraki Network ID
	Meraki network used for authorization

	SSID index
	SSID number used by the Meraki API

	SSID name
	Customer-facing wireless network name

	Active
	Controls whether the store may accept registrations


Current branding:
American Tire Stores - Free WiFi
9. Store QR Codes
Each store can generate a QR code from Admin → Stores. The QR encodes the store-specific captive-portal URL generated from Laravel's APP_URL and the store slug.
http://freewifi.test/connect?store=store-001
For production, configure APP_URL before generating printable signs:
APP_URL=https://wifi.example.com
Then clear cached configuration:
php artisan optimize:clear
View QR — displays the store QR sign.
Download SVG — downloads a scalable QR image suitable for print.
Print — prints the branded sign.
Test link — verifies the destination before printing.
Always test a printed QR code with both iOS and Android before deploying it to a store.
10. Staff Management
Admin → Staff allows super administrators to create staff accounts and assign store access.
Use a unique email address for every staff member.
Assign only the required stores.
Do not grant full-email or audit permissions unless needed.
Use strong passwords and change temporary credentials before production use.
Staff records can be inspected from Laravel Tinker:
App\Models\User::all(['id','name','email','is_super_admin']);
11. OTP Email Testing
During local development, set MAIL_MAILER=log. Laravel writes outgoing email content to the application log rather than sending it.
php artisan config:clear
Get-Content storage\logs\laravel.log -Wait
Submit a new WiFi registration while watching the log. The OTP message should appear in the log output.
12. Cisco Meraki Integration
The application uses Meraki splash authorization status for a client on the store network. Authorization is performed server-side after staff approval.
PUT /networks/{networkId}/clients/{clientId}/splashAuthorizationStatus
The captive portal hostname must be reachable by guests before authorization and must be included in the Meraki walled-garden configuration. Production testing requires an HTTPS hostname accessible from the guest network.
Meraki authorization duration is governed by the SSID splash-frequency configuration.
13. Production Deployment Checklist
Set APP_ENV=production and APP_DEBUG=false.
Set APP_URL to the final HTTPS WiFi hostname.
Install a valid TLS certificate.
Configure the production database and run migrations.
Configure a real transactional email provider for OTP delivery.
Set the production MERAKI_API_KEY server-side.
Configure each store's Meraki Network ID and SSID.
Add the portal hostname to the Meraki walled garden.
Change all default/temporary administrator passwords.
Verify staff store assignments and permissions.
Test OTP expiration, resend limits, approval, decline, revoke, and CSV export.
Test every store QR code before printing.
Test the full captive-portal flow on iOS and Android.
Establish database backups and log retention.
14. Useful Laravel Commands
	Command
	Purpose

	php artisan migrate --seed
	Create/update schema and seed initial data

	php artisan migrate:status
	Show migration state

	php artisan optimize:clear
	Clear configuration, route, view, and application caches

	php artisan route:list
	Show application routes

	php artisan tinker
	Open Laravel interactive shell

	php artisan db:seed
	Run database seeders


15. Troubleshooting
Connect page returns 404
Use a valid active store slug. Example:
http://freewifi.test/connect?store=store-001&client_mac=AA:BB:CC:DD:EE:FF
OTP is not visible in local logs
Confirm MAIL_MAILER=log, clear Laravel configuration, and watch storage/logs/laravel.log while submitting a new registration.
Composer reports PHP 8.2
Composer is likely running under XAMPP PHP. Ensure Laragon PHP 8.3 appears first in PATH or explicitly run Composer using the Laragon PHP executable.
bootstrap/cache must be present and writable
New-Item -ItemType Directory -Force bootstrap\cache
New-Item -ItemType Directory -Force storage\framework\cache\data
New-Item -ItemType Directory -Force storage\framework\sessions
New-Item -ItemType Directory -Force storage\framework\views
New-Item -ItemType Directory -Force storage\logs
CSS changes are not appearing
php artisan optimize:clear
Then perform a hard refresh in the browser.
16. Data & Privacy Notes
The application processes customer email addresses and device/network identifiers. Access to customer data should be limited to authorized staff. CSV exports, application logs, backups, and audit records should be included in the organization's data-retention and security procedures. Production Terms of Use and Privacy Policy should match the actual data collection, retention, marketing-consent, and third-party service practices.
17. Key Application Paths
	Path
	Purpose

	app/Models
	User, Store, WiFi Request, and Audit Log models

	app/Services/MerakiService.php
	Meraki authorization integration

	app/Services/OtpService.php
	OTP generation/verification/delivery

	app/Http/Controllers
	Customer and admin controllers

	resources/views/connect
	Customer captive-portal Blade templates

	resources/views/admin
	Administrator Blade templates

	public/css/wifi.css
	Customer portal styling

	public/css/admin.css
	Administrator styling

	routes/web.php
	Web routes

	config/wifi.php
	WiFi/OTP application configuration

	database/migrations
	Database schema

	database/seeders
	Initial admin/store data


18. Recommended Next Steps
Finalize the production WiFi hostname and SSL certificate.
Configure production email delivery.
Enter real Meraki network/SSID settings for each American Tire Stores location.
Complete end-to-end Meraki testing at one pilot store before rolling out to all stores.
Review Terms of Use, Privacy Policy, marketing consent language, and data-retention policy before launch.
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